Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. 
Introduction
Improving information sharing, as a sub-set of reforming the interagency process, is a nearuniversally heralded concept. It seems, much like motherhood and apple pie, no one is against improvement in communication and collaboration. The interagency process is ripe for both evolutionary and revolutionary reforms and improvements in the realm of exchanging information.
The focus of this research will be at the lower levels of interaction and execution and will suggest a few "solutions" that leverage social networking, emerging technology, or both. Most will be at what the military classifies as the tactical level and in no case higher than the operational level. However, some knowledge of the landscape at the strategic level of planning and execution will inform the discussion. This paper will touch briefly on just some of the barriers to information exchange. Ultimately, it will suggest a few tactics, techniques, and procedures that may be useful in future operational planning and execution.
While not a technical paper, the solutions suggested will be focused on technological innovation from a lay person's perspective. The evolution of the cyber space environment from the dawn of the internet age through the emergence of Web 2.0 (and the nascent Web 3.0) has radically altered the way people and organizational hierarchies communicate, collaborate, and cooperate. Development of Web 2.0 technologies are again radically affecting the way the world communicates and conducts business. Web 2.0 platforms are primarily user oriented. The users are an integral part of the data and information streams and content. The US government has been slow to take advantage of Web 2.0 approaches and tools. However, several government agencies have experimented with some of these tools.
1 Future innovation is inevitable and many developments have occurred just in the course of this research. Apart from the US Government, the use of social networks has exploded across governments, business and industry, as well as organizations of all sizes and, of course, individuals. No less than the Pope has praised as a "gift to humanity the benefits of social networking sites such as Facebook and MySpace in forging friendships and understanding. 2 " The Israeli government, in the most recent conflict in Gaza, used the twitter mircoblog to hold news conferences.
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The paper will examine the roles emerging social media concepts might play in the future and examine where they might be most applicable. To date, the major efforts in leveraging social networks and using unclassified access technologies have been in the public affairs arena-in effect to define and shape perceptions and report on events that have already occurred.
Little has been done in the realm of actual operations-e.g. making things happen instead of reporting on what has happened. Therefore, the paper will frame the discussion around the suitability of using the social media or emergent technology in a variety of situations outside of the public affairs arena (though public affairs lessons learned can be utilized for operational use).
Each solution will be subjectively assessed, by the author, on its ease of use, security vulnerabilities, and suitability for collaboration and communication. The paper will then cover a few examples of recent utilization of social media and other technology to address collaborations, communications, and other cooperative efforts to seek to draw out lessons learned from them.
It should be noted that leveraging technology and/or social networks is not without risks and presents some unique challenges and several potentially serious pitfalls. Prior to implementing any suggestions, organizations are cautioned to do a thorough assessment of the attendant risks, including operational and communications security, to determine if the potential benefits outweigh the risk exposure. The cyber space realm is extremely dynamic and new capabilities (and vulnerabilities) are revealed frequently. John Brennan, President Obama's top adviser for counterterrorism and homeland security said: "The national security and economic health of the United States depend on the security, stability and integrity of our nation's cyberspace, both in the public and private sectors 4 ." President Obama ordered a review of the nation's cybersecurity to examine how federal agencies use technology to protect secrets and data. The effort will examine all the government plans, programs and activities underway to manage large amounts of data --including passport applications, tax records, personal tax returns and national security documents 5 . The security of cyberspace is far from a settled domain. In fact, the US government's Director of the National Cybersecurity Center recently resigned over concerns that the National Security Agency improperly controls the nation's cybersecurity efforts. 6 This is illustrative of the dynamic nature of the problem. A government agency's or organization's use of technology or social media will undoubtedly need to be scrutinized carefully for compliance with review guidelines when they are published.
An additional aspect to be addressed is the availability of the suggested solution sets in a wide variety of technologically diverse environments. One cannot assume ubiquitous access to an internet connection and the world-wide web with sufficient band-width to accommodate the latest in technology and web design. In fact, for a large segment of the world population, lower tech solutions suggest themselves as being superior to higher tech options in regard to availability, training, and ease of replication. 
Reform Efforts Framing this Discussion
The Project for National Security Reform, headed by James Locher III and a distinguished group of academic and government leaders, published a report, "Forging a New Shield 1 " that seeks to address the challenges to the national security interagency system. It provides an analysis of the system's performance and proposes reforms for the Executive Branch and Congress. One of the major areas addressed in the report is directly applicable to this research project-the management of the Knowledge Base. Within this area is a discussion of information sharing.
The report notes that "Sharing information across organizational boundaries is difficult 2 "
and "One of the most obvious challenges to effective decision-making in the national security system is sharing information across organizational boundaries: within a federal agency, between federal agencies, between different levels of government, or among governmental and nongovernmental organizations." The report also notes "Because there is no system in place to hold collectors accountable for inappropriately withholding information 3 , the incentives to not share information often outweigh the best interests of the nation. The benefits of sharing information are not immediately apparent, but the costs are apparent and also immediate. Chapter 3
Current Dynamics
One of the critical issues at the center of collaboration efforts and challenges, especially with foreign governments and non-governmental agencies, is a perceived association with the US government or, in particular, the US military. The International Committee of the Red Cross for example, maintains a strict policy of neutrality to maintain its status as "…an impartial, neutral and independent organization whose exclusive humanitarian mission is to protect the lives and dignity of victims of war and internal violence and to provide them with assistance 1 ." Because of this imperative to remain neutral, the organization will refuse to associate with any country's military if there is a perception of taking sides. They do this not only to protect their personnel in an on-going situation, but also to assure their neutrality is accepted at face value elsewhere.
While associating a solution with the US government or military is not a "show stopper," the visibility must be a consideration as a solution is evaluated.
In addition, with the explosion of social media venues, some care must be taken to select the correct ones to utilize for collaboration or information sharing. There are far too many sites, and some with very narrow niche users, to try to cover all possible avenues for sharing information.
The cyclic trend of popularity of one site over another cannot be overlooked. It would, at a minimum, be a waste of resources to devote effort to a particular networking site that was declining in popularity while other, more viable sites were ignored and not used.
This ever-changing nature of the world-wide web and emerging technologies requires a constant and consistent review of the "terrain" where information is shared and propagated. The utilization of these tools requires a frequent "refresh" on information and content, both for currency and relevancy. An outdated web page, for example, arguably causes more mis information than no web page at all.
Access to technologically advanced solutions often implies some connection to the world wide web. The organization kiwanja.net has pioneered the effort to get developing countries access to technological solutions with innovation not always requiring web access. Kiwanja.net states:
The adoption and widespread innovative use of mobile phone technology makes Africa an ideal candidate for the development of localized mobile phone applications. These applications could have profound implications for the economic development of some of the poorest African communities, not to mention in improvements in areas such as education and health.…Today's phones are programmable, powerful, and capable of accessing the internet. Lacking a traditional PC, many Africans are turning to their mobile phones to connect with people, information and services. Empowering African mobile owners with the skills necessary to program these increasingly ubiquitous devices is the first step towards nurturing an African mobile phone application developer community. This new community of programmers will be focused on building entrepreneurial applications, designed specifically to meet the unique needs of the African people in a range of social, economic and environmental contexts.
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This solution, paired with a deployed telecom capability such as Télécoms Sans Frontières (TSF) can expand the "reach" an organization would need for effective sharing of information.
As technology solutions surface, government agencies must evolve and adapt procedural and access protocols to assure maximum utility. The U.S. Air Force, for example, chose to restrict access to "Troop Tube," a Department of Defense web site modeled after YouTube, the popular video sharing site. Major David Smalls said in an e-mail: "The Air Force must balance network security requirements with competing requests for wide-ranging access to a vast array of public internet services for our Airmen. Air Force-wide policy restricts access to categories of sites that are generally not mission related, and put adverse performance demands on our networks. As a result of this general policy, access to Troop Tube is blocked at Air Force bases. 3 " While blocking might be entirely appropriate in this case, the utilization of technology solutions will have to address the access issues.
Notes
Chapter 4
Options and Approaches
There are several methods and platforms for sharing information that may be useful at the operational or tactical level. The use of HARMONIEWeb, facebook, and Twitter will be examined as suggested options along with a communications architecture known as Twitter is a privately funded startup in San Francisco, California. Twitter has grown into a real-time microblogging/short messaging service that works over multiple networks and devices.
It allows people around the world to follow the sources most relevant to them and access information as it happens-from breaking world news to updates from friends.
FrontlineSMS is free software that turns a laptop and a mobile phone into a central communications hub. Once installed, the program enables users to send and receive text messages with large groups of people through mobile phones.
Evaluation Criteria
Before looking at various solution sets, a review of the questions addressed in the subjective evaluation of each is in order. Each solution will be assessed on Ease of Use, Security, and Suitability.
Ease of Use will be evaluated by actually obtaining rights to or installing the solution for use by a non-technical 3 user. The complexity of the sign-up or installation process will be examined as well as trouble shooting or help-desk support. On-line tutorials or demonstration modules will enhance the user-friendly attributes of a solution as will the ability to easily navigate through the various features of the software or program Security discussion will answer the question "How 'protected' is the information that is available on this platform?" Since all these solutions are unclassified networks, an assumption is made that all the data is vulnerable to a highly proficient and well-funded hacker that could compromise the data integrity. Therefore, none of these solutions will be examined for an environment where transmission would have to be restricted to secure government networks.
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The log-on protocols will be evaluated as well as the security of the encapsulated applications or other programs in addition to the raw data.
Suitability will be determined by the applicability of the solution set to an operational environment and whether it will be effective in achieving a desired outcome. Inherent in this evaluation is access to the solution for the users whether through the world-wide web or the use of mobile phone networks or other means.
A Secure Network -HARMONIEWeb Access to HARMONIEWeb is through a secure server. The Microsoft Internet Security and Acceleration (ISA) Server is a software firewall that limits internet traffic to specific ports for specific domains. All requests to the HARMONIEWeb server go through ISA first, and if the request does not meet the defined criteria for validity, the request is rejected. All users must authenticate successfully before they can access the private HARMONIEWeb site. The application then uses 128 bit Secure Sockets Layer (SSL) to encrypt incoming and outgoing server requests with a 128-bit public/private key algorithm. The SSL allows internet browsers to confirm that the responses returned from requests are coming from the correct source. The
HARMONIEWeb server sits outside the firewall allowing it to be visible to internet users.
However, all critical and system data sits safely behind a firewall to reduce the risk of malicious users infiltrating the server directly. The SharePoint security model uses an active directory and limits access to pages, navigation items, and actions. It is role-based security, meaning a user must either be given permission directly to perform a single specific action, or the user must be added to a predefined group (or role) that has specific permissions defined. An active directory manages all HARMONIEWeb users. Users have an active directory account created when they are approved. Active Directory is also role based security, ensuring that users are only given the permissions they need to use the HARMONIEWeb site and not any control over the physical machine.
HARMONIEWeb is produced and maintained by US Joint Forces Command (USJFCOM), though this link and support is not easily discerned on the web site itself. For example, in the user guide, USJFCOM is never mentioned and the word military appears only once in the twenty-three page document. The military link is relatively easily discerned by using the colleague search function and noting the ".mil" addresses of the majority of users or using a simple search function. 6 Within the NGO community, HARMONIEWeb's provenance is wellknown and its existence is not a secret as it is frequently described in the open press 7 . This is a possible explanation for the slow adoption of HARMONIEWeb outside of the US Government.
Ease of Use
HARMONIEWeb is the most difficult of the solutions to initially access. An on-line registration process requires some time for the request to be validated and processed. Once established with a HARMONIEWeb account, users encounter a document based tutorial that walks them through some of the features on HARMONIEWeb and discusses tools available for users to access. The site provides sample worksites as templates for users to establish for their own projects and uses. Included are templates for establishing on-line decision meetings and operational work sites for contingency or other operations.
Navigation throughout the site is relatively uncomplicated. Users can establish "My Site" content tailored to their individual interests and current needs. The on-line collaboration tools provide multiple venues to exchange information.
Security
HARMONIEWeb is undoubtedly the most secure of the suggested solutions. Access is severely restricted and verified prior to admission. However, the security environment is not completely assured. Because the portal operates on the unclassified web with entry from any internet protocol (IP) address, malicious users could gain access by signing on with a legitimate users log-on ID and password. This could allow an unauthorized user the ability view and input potentially sensitive information depending on the access level of the "hijacked" log-on. The system is only as secure as the weakest link. Because the associated applications on the HARMONIEWeb system operate "behind the firewall" it is unlikely that unauthorized users could do little beyond viewing information or adding to an on-going conversation. The internal tools would be safe to all but users with behind the firewall access.
Additionally, individual users can restrict interactions with their own or operationally discreet web pages choosing either to publically "make available" their pages to all
HARMONIEWeb users or restrict it to specific individuals or groups. Further, the type of access can be restricted even more by granting read only or read, write, edit access.
Suitability
HARMONIEWeb is a viable collaboration tool for organizations and individuals requiring near real-time sharing of information. Because it requires web access, it is limited to those entities that can operate and have access to the web on a continued basis. This limits its utility in less developed areas or areas that are experience disruption in their access to the world-wide web due to natural or man-made disaster or even those experiencing overload of web resources due to high traffic or interest.
Websites similar to HARMONIEWeb have been developed by other combatant commands. Facebook is the second most-trafficked hypertext processing site in the world (after Yahoo) 10 , and one of the largest structured query language installations, running thousands of databases. Facebook has built a multi-language remote procedure call framework that allows the company to tie together subsystems written in any language and running on multiple platforms.
According to its factsheet 11 , the company is the largest user in the world of "memcached", an open-source caching system, and has created a search engine serving millions of queries a day, completely distributed and entirely in-memory, with real-time updates.
Facebook has tools to control the information sharing flow and users determine who they want to share. Users have the ability to share and restrict information based on specific friends or friend lists.
There are over 150 million active (users who have returned to the site in the last 30 days) 12
Ease of Use
Facebook is relatively easy to sign-up to and access. It should be noted that many DoD installations and agencies restrict access to social networking sites for a variety of reasons, not the least of which is to preserve band-width. The majority of users on facebook use it for social as opposed to work use and it should be noted that the site caters to their needs as a priority. The site has a wide variety of applications that will have little or no use in the work place environment (other than to distract employees or otherwise draw them off of day-to-day activities) and any "on-duty" use of facebook (or any other social media) would likely have to require a set of operating parameters to reduce the occurrence of misuse of government computer resources. Beyond these caveats, the site is extremely user friendly and a new user can set up a web page easily in less than half an hour. Users select a "home" network (i.e. US Air Force) and can specify additional networks to be affiliated (i.e. Silicon Valley 13 , Stanford University).
Users can then add "friends" to their web page. The "friend" has to accepting the friend request to authorize the addition. Once "friended 14 " the user can access their friends web pages and receives updates on their status as they occur. Users can choose to be notified (or not) via e-mail to various updates and posting provided by their friends. Facebook requires web access (including mobile phone applications).
Security
Access to facebook is open to virtually anyone with computer access and an e-mail address.
Access to information on individual data or web pages can be restricted to "friends," "friends of friends," networks, or everyone. The default settings lend themselves to a wider audience than might be needed for government operations (i.e. friends of friends settings) and would likely need to be adjusted to conform to organizational security parameters. As with HARMONIEWeb, malicious users could gain access by signing on with another users log-on ID and password. This would allow an unauthorized user the ability view and input to that web page as well as interact with friends, friends of friends, and networks. The system is only as secure as the weakest link.
Suitability
Facebook has limited use in the operational area though it has wide spread application in the public affairs arena (outside the scope of this paper). The requirement for robust web access and the significant security concerns limit the utility for dynamic operations. That said, to reach a very wide audience, facebook represents the deepest "pool" of potential information nodes.
Web 2.0 Access--Twitter
Twitter's overriding concept is simplicity and ease of access. Twitter asks one question, "What are you doing?" Answers must be under 140 characters in length and can be sent via mobile texting, instant message, or the web. Twitter's core technology is a message routing system accessible by a variety of devices or inputs tied to rudimentary social networking features. By accepting messages from sms, web, mobile web, instant message, or from third party application programming interface projects, Twitter is the most accessible of the options considered.
In considering the adoption of Twitter as a solution to information sharing requirements, it should be noted that while Twitter has opportunities for generating revenue, they have held off on implementation because they "don't want to distract ourselves from the more important work at hand which is to create a compelling service and great user experience for millions of people around the world. 15 " To date, Twitter has not generated any profit-careful attention to longterm viability will be required if this service is selected as an option.
Twitter is accessed by establishing an on-line account. A person or organization selects a screen name and enters identifying characteristics, typically their real names or the name of the organization, to allow others to find them. Users may then "follow" other users and will be updated every time someone they are following provides an update to their status. Users have the option of allowing anyone to follow them or restricting permission on a case-by-case basis.
The update can be provided through the web, by an instant message, or through a mobile phone There is of course significant concern about the security of the data since it is broadcast live and is relatively easy to access by a knowledgeable user. An agency or individual can restrict followers to people or organizations that are known to them. To avail themselves of this increased security, users have to pre-plan access and think through who will be allowed to receive updates. In certain operations or contingencies the security of data may be less critical.
Disaster relief, for example, likely has a less need for operational security than a military operation in a non-permissive environment. Each discrete situation will need to be assessed for its security implications. 
Ease of Use
Twitter is easy to sign-up to and access. As with facebook, many DoD installations and agencies restrict access to social networking sites. Users of Twitter are still exploring its uses and the site seeks to serve a wide variety of communities from social (i.e. dating) through news and business applications. The "on-duty" use of Twitter would, like facebook, likely have to require a set of operating parameters to reduce the occurrence of misuse of government computer resources. Twitter is user friendly and a new user can set up and be operating within an hour.
Security
Access to Twitter, like facebook, is open to anyone with computer access and an e-mail address. In addition, twitter can be accessed with a mobile phone with text capability. Access to information on individual twitter web pages can be restricted to followers only or posted on the live stream. The default settings are essentially an open audience to all users of Twitter and are likely not suitable for government operations and would likely need to be restricted to meet organizational security parameters. As with the other solutions, malicious users can gain access by signing on with another users log-on ID and password or utilizing the authorized users mobile phone. 18 . This would allow an unauthorized user the ability to input and receive updates from the Twitter community as well as interact with followers. Again, the system is only as secure as the weakest link.
Suitability
Twitter is becoming ubiquitous and hardly a day goes by without at least half a dozen references to its use in the media or "blogosphere." Its pervasiveness means a large audience will already be familiar with it and will need little to no training to use it. However, twitters core users are extremely diverse, with a wide set of interests completely separated from the type of information sharing addressed in this paper. Assuming an increase in twitter use, and given the lack (to date) of a viable business plan, there is a danger is selecting it as a long term solution set in that its operating parameter may change (or slow down) or it may go out of business 19 .
Twitter may find the most use in disaster scenarios, requiring a wide dissemination of succinct information to a growing audience.
FrontlineSMS -Stand-Alone Simple Messaging for Developing Countries
FontlineSMS is in some ways similar to the previous solution sets in that it uses some social networking architecture with multi-mode update possibilities (i.e Twitter). However,
FrontlineSMS is a stand-alone software system specifically tailored to information sharing within and between non-governmental organizations. If used through an indigenous mobile phone carrier or paired with a deployable mobile phone facility (such as Télécoms Sans
Frontières, described below) it can provide an intrinsic capability to accommodate information sharing solutions in areas where access to the world-wide web and 3G networks are not ubiquitous. Additionally, because of its narrower focus and limited access, the attendant "distraction" applications 20 found on other social networking sites are significantly less prevalent. It does not require an internet connection except to download and update 21 and it works with existing plan on all GSM phones, modems and networks. FrontlineSMS is laptopbased and can be used on the road or during power outages. The software stores all phone numbers used and records all incoming and outgoing messages and all data lives on a local computer, not on servers controlled elsewhere 22 . A major advantage is its scalability and messages can be sent to individuals or large groups. It enables two-way communication and is relatively easy to install and requires little training to use.
The software can be used to forward messages to other cell phones on the network, run software applications on the laptop, and, if connected to the internet, forward messages as e-mail to another server or anywhere on the world-wide web. The additional features of the software can be "disabled" (actually, just hidden) if desired to reduce the complexity for users who are 
Ease of Use
FrontlineSMS is the one of the easiest of all solutions to get operational. Initial set-up requires a laptop and access to the internet (to download the software and get the system up and running). Once operational, the system is stand alone and two-way messaging (limited to 160 characters) is enabled through the local phone system. The software allows phone numbers to be grouped and messaging can be sent individually or out to a group. This capability could be "boxed up" for deployment with the laptop pre-loaded with the software and cell phones (with the proper SIM chips for the country of deployment) delivered to the end user for distribution.
The "user group" of FrontlineSMS is still relatively small (less than 400 in mid-February 2009) and they are still developing (and debugging) the software to assure access from a wide variety of mobile devices. To date, a little over 1500 downloads of FrontlineSMS have occurred.
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Unlike twitter and facebook, the "on-duty" use of FrontlineSMS will not require a set of operating parameters because the system is indigenous to the area deployed and has little utility outside its stated purpose. There is little likelihood of misuse of government computer resources.
The FrontlineSMS is user friendly and intutitive and a new user can set up and be operating within fifteen minutes.
Security
Access to individual FrontlineSMS systems, unlike like facebook and twitter, is limited to users with phone numbers entered in the system. Access to information on individual messages are completely controlled at the host laptop and dissemination (or rebroadcast) of the information can be controlled by the user. It is unlikely a malicious users could gain access to the control laptop (though, being an easily pilfered item, security will have to be assessed) although, the loss or compromise of the host laptop would effectively shut down the FrontlineSMS operation for that application. A malicious user could easily gain access to send or receive messages either by stealing a cell phone "known" and authorized by the system or getting a new cell phone number "registered" by "spoofing" whoever is running the host laptop with their cell number. In these cases, unauthorized users would have the ability to input and receive updates from the FrontlineSMS community as well as interact with other users depending on the messaging protocols in place at the host laptop.
Additionally, the developer of FrontlineSMS advises there is an encrypted version of the software available to protect the information 27 . While in most of the secure applications the purpose of the encryption is to provide secure banking or credit card payments to the latest international banking security standards, they would be just as applicable for information exchange.
Suitability
When utilized in a environment with at least some cell phone coverage, or utilized in conjunction with Télécoms Sans Frontières or similar contingency capability, the use of 
Conclusions and Recommendations

Conclusions
The leveraging of technology and social networks appears to be an inevitable course of action in the day-to-day interaction of any government agency, non-governmental organization or private organization. Both systematic and ad-hoc adaption of these "tools" occurs with regularity, particularly within the strategic communications and public affairs arenas. In the 5 months or so researching this paper, daily news items appear reporting on the adoption or adapting of social networking tools or other technology in businesses, government agencies and other organizations. The case for use of these tools in the operational planning and execution areas is less evident. However, given the success in utilizing the tools across a wide variety of venues, test use and adoption of them is likely a prudent course of action. Failure to do so will forfeit opportunities for more effective and efficient information sharing across a wide venue.
As previously noted, security considerations must be at the forefront of factors considered before embarking on the selection of a solution set. The emergence of more secure software solutions enhances this paradigm.
On the assumption that security concerns are properly addressed and mitigated and a risk assessment confirms appropriate selection of a solution set is warranted, the use of a non-web based only solution has the best applicability across the environment. If any solution (such as HARMONIEWeb and facebook) is tied to constant access to the world-wide web, it will limit the applicability in those areas and regions that lack the capability for 24/7 web access. There may be many cases where 24/7 access is assured and if that condition exists, those web-based solutions may be applicable. However, for planning purposes it is likely better to select and become proficient and experienced using solutions that don't require constant web connectivity.
In addition, as noted in the various solution explorations, there are many facets to the solution sets that are not applicable to the use in day-to-day government operations, particularly in the social media arena. A robust protocol will have to be devised to assure government resources, including duty time, are not misused or wasted. This will be a particular challenge for operating in social media using advertising as a business model to generate revenue. These ventures increase profitability by drawing users to various web sites and links, the majority of which have no governmental use or application. The utilization protocols should address the limits of use on government computer systems. Finally, consistent oversight and inspection regimes should be employed.
Recommendations
Organizations with an operational planning and execution mission of non-combat operations should select a social networking system accessible by a variety of devices or inputs (i.e.
Twitter) and establish an on-line presence and network with interested collaborators. The organization should limit the audience in the social network to known partners and players in the planning and execution. 1 A strict assessment of security vulnerabilities should be made and protocols should be developed to frame what types of information or operations will be "worked" in the environment. Additionally, access protocols and responsibilities should be addressed and constantly evaluated and updated as information flow matures. This will help assure positive utilization of the technology and minimize the prospect for misuse.
It would be advisable for organizations taking this course of action to establish an on-line presence well in advance of actual need for operational planning or execution. This will allow users to develop an expertise with the software and will allow the organization to begin working and collaborating with other organizations prior to a "real world" operation. This will also allow other organizations, possibly those not initially considered or visible, to seek out collaborative ties. If limiting protocols are in place (as described above), security can be maintained at the same time allowing for an expansion of potential cooperative partners.
Additionally, organizations that require information sharing and communications in a stand alone (or technologically isolated) environment should consider adopting a software system specifically tailored to facilitating communication within and between non-governmental organizations using indigenous mobile phone carriers or pairing with a deployable mobile phone facility (i.e. FrontlineSMS). Strong consideration should be given to a pre-packaged capability available on short notice. For example, a laptop pre-loaded with Frontline SMS and 100 text capable cellular phones with SIM cards installed for a specific country or region could be sent in with an advance team to distribute to on-the-ground partners including individuals, non governmental organizations or host country government officials.
An advance draft (not yet published) of "Social Software and Security: An Initial 'Net Assessment 2 '" by Mark Drapeau and Linton Wells II amplifies these analyses and the subsequent recommendations. In assessing social media and other technology, Dr Drapeau notes "It's still important to be aware of the power and reach of these tools. If you work in national security some of these things happening in other countries may affect your job or mission.
What's happening over the past couple years is people in other countries are using Facebook, 
